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So, admission time: I liked TRON. 1 still do.

I saw it in its initial run back in 1982. (Yes, I’'m that old. A bit older, even.) The movie, broadly
speaking, tells the story of what happens when a computer programmer finds himself dragged
into a digital world in retaliation for his attempt to hack a system Al.

But forget the plot. The whisper-thin storyline, the forced dialogue, the butchery of actual
computer science, all of that was beside the point — there was another world on the other side of
that screen, and here’s what it might be like. The visuals were amazing, with vivid, glowing
colors popping against a world of gray and black edges plainly not designed for humans. Wendy
Carlos’s soundtrack was like nothing I’d heard before, vast and discordant and ethereal and just a
touch apocalyptic.

It was in many ways an empty, echoing world, but it was the emptiness of potential rather than
desolation. As an exercise of imagination, it was incredible. (As for the sequel...well, I found
that TRON: Legacy works best when viewed as an extended Daft Punk video, and there’s
nothing wrong with that.)

But why bring this up here? I mean, there’s a new TRON film in theaters, so it’s on my mind, but
why talk about the movie in this article? Don’t I, to put it bluntly, have friends?

Well, I could talk about how the movie presents artificial intelligence as a technology that is
“good” when humans are its gods and “evil” when it grows beyond human capacities and
motivations. I could treat it as a warning about what corporate monoliths can do to the freedom
of open information systems.

But, as I said, forget the plot. The narrative is secondary to the space in which it takes place.
Unlike TRON’s vision of a mostly blank slate in 1982, the digital realm is now a mirror version
of human society and culture, right down to our individual digital reflections. And it shapes the
physical world in turn, with social media trends and virtual spaces and Al interlocutors
influencing how we interact face-to-face. But the one thing that has remained constant for me
since I was a nine-year-old in a movie theater is that sense of potential.

I’m not a techno-utopian, nor do I believe that technological advancement is a normative good
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unto itself. On the other hand, I’ve never believed that change, even extremely disruptive change,
is inherently negative. As we regulate information technology to protect against very real harms,
I try to keep in mind that just because something isn’t working now doesn’t mean that it might
not work better in the future and that we should be wary of closing off that potential.

End of line.
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I. Privacy

A. Anonymity/Pseudonymity

Leading off the month, in N.D. Cal. we have YouTuber Ethan Klein going after moderators of a
subreddit for alleged copyright infringement, with subpoenas to Reddit and Discord to hand over
identifying information. The mods have moved to quash, arguing that the subpoenas are intended
to punish them for their criticism, and pose the risk of doxxing and physical violence by Klein’s
followers.

In the same court, Homeland Security subpoenaed Meta to identify Instagram users who
criticized ICE raids and named individual agents. The users moved to quash, alleging that the



https://www.404media.co/reddit-mods-sued-by-youtuber-ethan-klein-fight-efforts-to-unmask-them/
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=0190edfc5a&e=d92550df75
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investigation targeted constitutionally protected speech, and a magistrate judge ordered Meta not
to comply with the subpoenas while the challenge proceeds.

B. Personal Information

The Second Circuit delivered two significant rulings this month. In U.S. v. Guard, the Court of
Appeals held that messaging application Kik may scan user conversations for suspected child
sexual abuse material without running afoul of the Fourth Amendment, even if it then reports the
results of such scans to government agents. In a separate case, the Second Circuit rejected
Verizon’s claim that customer device location data was not “customer proprietary network
information” protected under the Communications Act and FCC regs; the court also split with
the Fifth Circuit on a matter of statutory interpretation relating to forfeiture proceedings.

In N.D. Cal., a San Francisco jury decided that Google must pay $425 million in damages after
finding that the company surreptitiously accessed user mobile device data in breach of privacy
settings for eight years. Meanwhile, Meta failed to flip a verdict holding it liable for collecting
health information from the Flo menstrual tracking app; Google and Flo Health separately settled
related claims, with the former to pay $48 million and the latter $8 million.

Other behavioral tracking suits in N.D. Cal. also survived motions to dismiss, including claims
against Cond¢é Nast and instructional sports video provider SportsEdTV. In contrast, a plaintiff
dropped a proposed class action in the same court against H&R Block, Google, and Meta over
alleged tax data sharing after the court ordered arbitration of his claims.

Tracking suits proliferated elsewhere. In C.D. Cal., website users accused Encyclopadia
Britannica of violating the California Invasion of Privacy Act and Disney of sharing personal
data with Google without consent. In N.D. Ill., a judge refused to dismiss a VPPA action against
Chess.com, finding that the plaintiff plausibly alleged unlawful disclosure of viewing
information and, in E.D. Pa., a judge denied a motion to dismiss a claim against Oldies.com for
sharing video purchase data. On the other hand, courts in S.D.N.Y. dismissed claims against
NBCUniversal and Bow Tie Cinemas under the Second Circuit’s narrowed definition of
personally identifiable information.

In other news, Nathan Wade, the former special prosecutor in the Fulton County election
interference case, sued AT&T in N.D. Ga. for providing his cell phone records to defense
counsel seeking to disqualify him.

On Capitol Hill, Sen. Ron Wyden’s attempt to move forward the Protecting Americans from
Doxing and Political Violence Act by unanimous consent was blocked by Sen. Ted Cruz. The
bill would extend “Daniel’s Law”-style privacy protections to all U.S. citizens (see Section VL.F
for more developments on that front).


https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=990f91bc65&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=2e2af2c311&e=d92550df75
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Page 4 MLRC Digital Review September 2025

Meanwhile, the Trump administration announced that TikTok will continue operating in the
United States under a new arrangement that spins off U.S. operations into a joint venture with
majority American ownership and Oracle as security provider. The president signed an executive
order facilitating the deal, but questions remain over legality, investor composition, and the role
of Chinese authorities with respect to the core recommendation algorithm. Critics have
denounced the arrangement as a political maneuver that compromises rule of law, while Trump
himself suggested the platform could be reshaped to reflect his political preferences.

Finally, regulators in California, Colorado, and Connecticut have launched a joint investigation
into whether companies are properly processing consumer data sharing opt-outs.

C. Children’s Privacy & Safety

The Ninth Circuit issued a significant decision this month striking down California’s restrictions
on default suppression of social media “like counts” for minors as an unconstitutional content-
based regulation, while upholding the statute’s requirement that minors’ accounts default to
private mode.

In N.D. Cal., multiple cases addressed platform liability for harms to children. Roblox was
accused of failing to protect a young child from grooming that led to sexual abuse. The
Chickasaw Nation jumped on the bandwagon and sued Meta and other social media services,
alleging design practices that exacerbated youth mental health crises. Google obtained
preliminary approval of a settlement in which it agreed to pay $30 million to resolve claims that
YouTube unlawfully tracked children’s activity. Finally, the FTC secured a stipulated order
requiring a Chinese toy manufacturer to ensure compliance with COPPA after its mobile app
collected children’s location data without parental consent.

In C.D. Cal., Disney agreed to pay $10 million to settle FTC allegations that it failed to properly
mark its YouTube videos as “made for kids,” while proposed class actions were filed against
Disney in C.D. Cal. and W.D. Wash. on the same theory.

Also in C.D. Cal., the FTC filed a complaint against Sendit, an anonymous question app popular
with teens, alleging that it unlawfully collected children’s data and deceived users about message
sources. In the same court, a judge partially dismissed claims arising out of alleged child
pornography on Pornhub: claims against Visa over its alleged profiting from illegal content were
dismissed with leave to amend, while claims against Pornhub operator MindGeek (n/k/a Aylo)
were allowed to proceed in part. Meanwhile, in D. Utah, Aylo agreed to pay $5 million to
resolve FTC and state claims over its handling of CSAM, while critics questioned whether the
settlement improperly transformed the platform into a government agent and compromises

prosecutors’ ability to secure CSAM convictions.
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https://www.techdirt.com/2025/09/15/the-trump-ftcs-war-on-porn-just-ensured-that-accused-csam-offenders-will-walk-free/
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In D. Colo. and N.D.N.Y., families of minors filed a trio of suits against Character.Al, alleging
that chatbot interactions contributed to successful or attempted suicides. One mother testified
before the Senate Judiciary Committee about being compelled to arbitration in a case against
Character.Al, leading to a nominal recovery.

A California Superior Court judge denied summary judgment in consolidated litigation in which
Meta, Snap, and TikTok face claims that their platforms cause mental health harms to youth.
Meanwhile, Florida’s AG filed a pair of suits against anime/hentai games websites for alleged
failures to comply with the state’s age-verification law.

State and federal regulators are looking both at Al chatbots and other online activities. The FTC
announced an inquiry into “companion’ chatbots, with plans to question OpenAl, Meta, and
others. At the state level, California’s and Delaware’s attorneys general warned OpenAl over
risks posed by ChatGPT to minors, while New York’s attorney general issued proposed
regulations under the state’s SAFE for Kids Act, including how platforms can comply with rules
for presenting content to minors.

The industry is attempting to comply with these tectonic shifts. Roblox announced it will expand
its use of age-estimation technology and adopt standardized content ratings in collaboration with
the International Age Rating Coalition. Bluesky has begun deploying an age-verification system
through Kids Web Services in several states, including South Dakota, Wyoming, and Ohio, after
withdrawing from Mississippi. Finally, OpenAl has introduced new age-prediction tools and
discussed requiring ID verification.

D. Rights of Publicity

In W.D. Tex., a manufacturer of automotive products has sought a declaratory judgment that it is

not liable for misappropriation of a voice actor’s voice after an allegedly rogue employee created
an Al-generated version of the actor’s voice without authorization.

E. Biometrics
Nothing to report this month.
F. Manipulated Media

With Michigan’s enactment of new legislation targeting nonconsensual Al-generated abuse
imagery, forty-eight states now have laws on the books addressing deepfakes. Michigan’s
version is one of those that potentially criminalizes deepfake creation without distribution. As
I’ve discussed before, I have qualms about the constitutionality of such laws, although without
distribution it will likely be rare that violations are detected.
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G. Hacking, Scraping & Data Breach

The Ninth Circuit affirmed dismissal of data breach claims against student data platform
[lluminate Education, finding that while the breach affected over three million students and
exposed a wide variety of potentially sensitive personal information, there had been no leak of
the data and it did not include Social Security or financial information.

In N.D. Cal., a whistleblower suit filed by a former WhatsApp security chief accused Meta of
retaliation for his claims that the company concealed security flaws in the messaging app. In S.D.
Fla., the court narrowed a hacking dispute involving Trump Media’s SPAC: federal CFAA

claims were dismissed while a single claim under the state’s parallel law survived. Prosecutors in
D.N.J. charged two UK teenagers with ransomware attacks that netted over $115 million from 47
U.S. companies. And in E.D. Va., the founder of BreachForums was resentenced to three years

in prison for operating one of the world’s largest hacker marketplaces and for possessing CSAM.

In S.D.N.Y., the complaint in Encyclopcedia Britannica v. Perplexity Al accuses Perplexity of
unlawfully copying Britannica and Merriam-Webster content to fuel its search engine. In E.D.
Va., Capital One reached a proposed settlement with a class of influencers alleging that the
company used a browser extension to intercept the plaintiffs’ affiliate marketing proceeds.

In state court, a Connecticut appellate panel held that parents cannot be held liable in negligence
merely for entrusting internet access to an adult child who then hacked into others’ social media
accounts to obtain nude pictures. Texas AG Ken Paxton sued PowerSchool in state court over a
2024 breach that exposed data for more than 880,000 children and teachers.

Meanwhile, cybersecurity enforcement and infrastructure are under stress. Trump administration
budget cuts and policy shifts have weakened the Cybersecurity and Infrastructure Security

Agency, with termination of funding for its partnership with the Center for Internet Security and
the expiration of a key information-sharing program. At the same time, the FCC’s IoT security
labeling program faces delay due to internal investigation.

System vulnerabilities have also made headlines. Sen. Wyden urged the FTC to probe Microsoft
for maintaining Kerberos-based encryption defaults in Windows that remain susceptible to
“Kerberoasting” attacks. The Pentagon came under scrutiny for exposing its livestream channels
by posting stream keys publicly. And Google confirmed that criminals compromised its Law
Enforcement Request System portal, enabling fraudulent access to police data requests.

Threats and tactics continue to evolve. A hacker group called Lunalock threatened to submit
artist portfolios to Al training datasets unless its ransom demands were met, forcing the art
platform “Artists&Clients” offline. Industry observers warn that Al is accelerating attack
sophistication.
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I’ve predicted this before and I’1l probably say it again: This is why Congress will eventually
steamroll IP, privacy, and other considerations around Al development and deployment. Once
there are credible (or, let’s face it, convincingly histrionic) reports that Al is necessary for
cyberwarfare capabilities, anything that gets in the way will be swept aside. Probably not a bad
idea to start thinking about the kind of legislation you can live with so that you can speak up
if/when the time comes.

H. Other Privacy Issues
Nothing to report this month.
1L Intellectual Property

A. Copyright
Supreme Court

Amici lined up behind Cox Communications this month in support of its appeal challenging ISP
copyright liability based on failure to respond to infringement notices.

Artificial Intelligence

In its Third Circuit appeal of Thomson Reuters’ win below, ROSS Intelligence argued that
affirming the district court’s rejection of a fair use defense over its Al training would chill
innovation in Al research tools. Nearly a dozen amici—including law professors and tech
groups—backed ROSS’s position.

The proposed “first-of-its-kind” $1.5B author settlement with Anthropic in the Bartz case drew

sharp scrutiny. Judge Alsup declined to approve the settlement in the first instance, questioning
the structure and postponing approval for further explanations; he later entered a minute order
endorsing the deal after revisions. Commentary highlighted implications for data provenance,

class administration, broader Al litication strategy, and discussed what the settlement means for

the international Al race.

Well, one case settled, lots more in the hopper. Apple is now facing an author suit in N.D. Cal.,
alleging that the plaintiffs’ books were used without permission to train the company’s Al
systems. And down in C.D. Cal., Warner Bros. Discovery sued Midjourney, alleging large-scale
infringement by users creating infringing images of its popular characters with Al. Disney,
Universal, and Warner also sued China-based Minimax in the same court on a similar theory.
Meanwhile, Warner Bros. fought off contributory infringement claims in the same court, in a
case alleging that it facilitated carmaker Tesla’s infringement of images from Blade Runner 2049
in Al-generated promotional materials.


https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=562d4eb5ff&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=167ce9ba0a&e=d92550df75
https://www.courtlistener.com/docket/70622297/thomson-reuters-enterprise-centre-gmbh-v-ross-intelligence-inc/?filed_after=&filed_before=&entry_gte=&entry_lte=&order_by=desc
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=e205d5eb98&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=4a6924711e&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=7e75a223b8&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=6e0a019573&e=d92550df75
https://www.courtlistener.com/docket/69058235/bartz-v-anthropic-pbc/?filed_after=&filed_before=&entry_gte=&entry_lte=&order_by=desc#entry-427
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=5f648e14ea&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=8db7904d39&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=7b142ca0cf&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=0d89b7459a&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=2029ea9537&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=c970868f0e&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=364da887c0&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=f7d7d49006&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=3eab953e25&e=d92550df75
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In multi-district litigation brought by authors and artists against Google, the court dismissed
claims tied to 10 non-Gemini models for lack of specific linkage between works and models;
other claims continue. And record labels revised their complaint in D. Mass to allege that Suno
knowingly circumvented YouTube protections to ingest songs for training.

A divided D.C. Circuit reinstated Register of Copyrights Shira Perlmutter, holding she is
removable only by a Senate-confirmed Librarian of Congress; the Trump administration has
sought rehearing. Perlmutter, meanwhile, has moved for summary judgment in the underlying
action before the district court.

And in the realm of do-it-yourself regulation, the new “Really Simply Licensing” standard layers
automated licensing atop robots.txt to block uncompensated bot access. The tool is positioned by
proponents as offering contract-like controls on scraping by Al bots, but I wonder whether this
will lead to disputes similar to those we saw arise around the scraping of public-facing social
media content. Interestingly, some of the folks in those earlier cases could be on the other side
here.

Other Copyright Issues

The Second Circuit largely denied reconsideration of a ruling in favor of Vimeo in a lawsuit
brought by Capitol Records and other music labels over lip-dub videos, deleting a passage that
could have frustrated Supreme Court review but still holding that the plaintiffs waived an
argument about Vimeo’s encouragement of user creation of these videos.

The Ninth Circuit revived claims against Disney over the unauthorized use of software by a
vendor during the production of Beauty and the Beast, finding the studio had control over its
contractor’s allegedly infringing conduct. Other Ninth Circuit matters included affirmation of a
Showtime win and a petition for rehearing in a case over alleged character similarity between

Showtime’s Penny Dreadful and characters in an online role-playing forum, and oral argument
on appeal from an eight-figure copyright judgment against a Chinese company over infringement
of content from a children’s YouTube channel.

In N.D. Cal., a copyright/trade secret fight between Beijing Meishe and TikTok was headed to an
October trial before the parties announced a settlement in principle. Speaking of settlements,
major music publishers settled their claims in the same court against the Internet Archive over
the Great 78 Project.

In C.D. Cal.: A 512(f) claim was allowed to go to trial, but settled shortly after the ruling (not
surprising, as the court noted there was little evidence of knowing misrepresentation). In a case
over real estate images, the judge focused on whether the platform exercised control over user

image selection “beyond the general operation of its website.” In a dispute over comedians’ IP


https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=42b2e6806f&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=9629ebbeb5&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=6a06aeac22&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=da85188082&e=d92550df75
https://storage.courtlistener.com/recap/gov.uscourts.dcd.280893/gov.uscourts.dcd.280893.49.0.pdf
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=75dbb8c153&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=1e715b0c9d&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=bcec50da0d&e=d92550df75
https://cdn.ca9.uscourts.gov/datastore/opinions/2025/09/08/24-3949.pdfhttps:/cdn.ca9.uscourts.gov/datastore/opinions/2025/09/08/24-3949.pdf
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=4cc890c84c&e=d92550df75
https://www.ca9.uscourts.gov/media/video/?20250917/24-3748/
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=6f18bb266b&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=6f18bb266b&e=d92550df75
https://storage.courtlistener.com/recap/gov.uscourts.cand.421162/gov.uscourts.cand.421162.741.0.pdf
https://arstechnica.com/tech-policy/2025/09/internet-archives-big-battle-with-music-publishers-ends-in-settlement/
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=9d20948dfc&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=5d9ea5a8d5&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=0e7e1b4345&e=d92550df75
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claims, summary judgment motions were sent to a special master for further consideration, but
the order was stayed to allow time for settlement talks.

Daybreak secured a preliminary injunction in S.D. Cal. against an EverQuest emulator that used
game content. A celebrity photo agency sued Block Club Chicago in N.D. Ill. over a decade-old
use of a Chris Farley image by a predecessor website. (Yes, this case depends on the discovery
rule.) In S.D.N.Y., Disney sued Sling TV over “mini-bundle” day passes to its streaming content
allegedly not authorized by its carriage deal, followed by a parallel suit from Warner Bros.
Discovery. Also in S.D.N.Y., a judge held that a news article’s embedded YouTube clip—whose
thumbnail incidentally contained a photographer’s image—was fair use as a matter of law
because the thumbnail was indivisible from the video reporting.

A judge in M.D. Tenn. held on a motion for a preliminary injunction in a 512(f) case that there is
no presumption of irreparable harm in copyright cases. In M.D. Fla., another 512(f) case was
broomed on summary judgment. In W.D. Tenn., a former DVD company employee was
sentenced to prison for four years for selling pre-release films online, most notably blockbuster
Spider-Man: No Way Home. In E.D. Wash., a judge held that an agreement between the parties
to seal a copyright settlement was not sufficient to justify sealing it in a later case when directly
relevant to the latter case’s merits; the case resulted in an ignominious payment by the plaintiff to
escape the suit. Finally, in W.D. Wash., Nintendo secured a $2 million settlement and permanent
injunction against a seller of modified Switch consoles and piracy devices.

B. Trademark

The Seventh Circuit will consider whether defendants were wrongly denied their attorneys’ fees
in a trademark dispute criticized as a “SAD Scheme” case; Prof. Goldman, as might be expected,
has an amicus brief in the case.

In N.D. Cal., a court rejected IYO Inc.’s bid for sanctions against OpenAl, finding insufficient
evidence that the company violated an order in the ongoing dispute over alleged infringement.
The same district saw mixed rulings in the suit between WP Engine and Automattic and Matt
Mullenweg: some of WP Engine’s claims were dismissed, others preserved, and several allowed
to be amended. Meanwhile, the USPTO rejected applications by the WordPress Foundation to
register “Managed WordPress” and “Hosted WordPress.”

In M.D. Fla., Disney was sued over its efforts to enforce rights in the earliest depiction of
Mickey Mouse (now in the public domain), in a test of whether companies can leverage
trademark law to maintain some control over characters after copyright lapses. Also in M.D. Fla.,
Elon Musk’s X Corp. resolved its trademark dispute with X Social Media, an advertising agency
for attorneys, over the “Twitter” rebrand.


https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=ad0d07e57c&e=d92550df75
https://storage.courtlistener.com/recap/gov.uscourts.casd.819107/gov.uscourts.casd.819107.66.0.pdf
https://storage.courtlistener.com/recap/gov.uscourts.ilnd.486298/gov.uscourts.ilnd.486298.1.0.pdf
https://www.courtlistener.com/docket/71205958/espn-enterprises-inc-v-dish-network-llc/
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=19a07efc85&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=789ff2035f&e=d92550df75
https://business.cch.com/ipld/SocialCoasterADMECY20250910.pdf
https://storage.courtlistener.com/recap/gov.uscourts.flmd.417823/gov.uscourts.flmd.417823.151.0.pdf
https://arstechnica.com/tech-policy/2025/09/ex-dvd-company-employee-gets-4-years-for-leaking-spider-man-blu-ray/
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=7e2e65b62a&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=9fede78b75&e=d92550df75
https://storage.courtlistener.com/recap/gov.uscourts.wawd.336725/gov.uscourts.wawd.336725.30.0.pdf
https://blog.ericgoldman.org/archives/2025/09/amicus-brief-urges-seventh-circuit-to-award-attorneys-fees-in-sad-scheme-case-louis-poulsen-v-lightzey.htm
https://digitalcommons.law.scu.edu/cgi/viewcontent.cgi?article=3934&context=historical
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=bb0f416ae2&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=7123a3bb4e&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=b89c8f309d&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=157741a1d9&e=d92550df75
https://storage.courtlistener.com/recap/gov.uscourts.flmd.419126/gov.uscourts.flmd.419126.139.0.pdf
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C. Patent

In IGT v. Zynga, the Federal Circuit affirmed a PTAB decision invalidating claims in a gambling
technology patent, sustaining Zynga’s win. By contrast, in /n re McFadden, the court revived a
pro se inventor’s bid to patent a social media information-flow method, directing the PTAB to
reconsider.

District courts continued to trim overbroad claims under Alice. In N.D. Cal., Roku defeated
infringement claims on seven media patents, with the court finding the claimed automatic
content recognition technology unprotectible. Similarly, in D. Del., three augmented reality
patents were invalidated as abstract in a lawsuit against Pokémon Go developer Niantic.

In the same court, litigation over satellite radio patents will head to a bench trial on whether a
German research foundation’s delay in asserting its claims led Sirius XM to rely on its non-
enforcement.

Meanwhile, patent disputes continue to be active in Texas. In E.D. Tex., a jury awarded $78.5
million against Samsung for infringing patents tied to automatic content recognition for
advertising. And in W.D. Tex., Meta was accused of infringing two patents covering search
ranking of content by user engagement.

Meta also notched a significant administrative win, with the PTAB invalidating four patents in a
dispute over Facebook’s “safety check™ feature.

D. Trade Secrets/Misappropriation/Conversion

In N.D. Cal., Elon Musk’s xAl filed suit against OpenAl, alleging that the company recruited
former employees in an effort to obtain confidential information and Grok source code. In a
separate case in the same court, UK-based Ollywan alleged that Meta misappropriated its
proprietary business plan to launch Instagram Shopping.

In E.D.N.Y., a court allowed claims to proceed against Martin Shkreli, finding that Wu-Tang
Clan’s previously-unique album Once Upon a Time in Shaolin, leaked online by Shkreli, may
qualify as a trade secret.

III.  Platform Management
A. Section 230

Calise v. Meta Platforms, a consumer class action over scam ads on Facebook and Instagram,
returned to N.D. Cal. after a Ninth Circuit remand. The district court dismissed a negligent
failure-to-warn claim but allowed contract-related claims to proceed following the Court of
Appeals’ widening of a contract-based exception to Section 230.


https://www.cafc.uscourts.gov/opinions-orders/23-2365.RULE_36_JUDGMENT.9-3-2025_2567082.pdf
https://www.cafc.uscourts.gov/opinions-orders/24-2107.OPINION.9-5-2025_2568553.pdf
https://storage.courtlistener.com/recap/gov.uscourts.cand.432551/gov.uscourts.cand.432551.120.0.pdf
https://storage.courtlistener.com/recap/gov.uscourts.ded.87352/gov.uscourts.ded.87352.63.0.pdf
https://storage.courtlistener.com/recap/gov.uscourts.ded.61438/gov.uscourts.ded.61438.836.0.pdf
https://storage.courtlistener.com/recap/gov.uscourts.txed.225137/gov.uscourts.txed.225137.262.0.pdf
https://storage.courtlistener.com/recap/gov.uscourts.txwd.1172863329/gov.uscourts.txwd.1172863329.1.0.pdf
https://www.law360.com/media/articles/2385868/meta-wins-at-ptab-amid-ip-suit-over-facebook-safety-check
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=0225691d9b&e=d92550df75
https://storage.courtlistener.com/recap/gov.uscourts.cand.456978/gov.uscourts.cand.456978.1.0.pdf
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=45b2b36d44&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=c7ab8d9eb4&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=b07050d520&e=d92550df75

September 2025 MLRC Digital Review Page 11

Another judge in the same court pared down sprawling multidistrict litigation against Apple,
Google, and Meta over “social casino games,” but held that Section 230 did not apply to claims
that the defendants unlawfully processed in-app payments for illegal gambling.

In D.S.C., a judge held that Section 230 barred claims based on the posting of secretly recorded
video.

A New Jersey Superior Court judge refused to apply Section 230 to block a state AG lawsuit
against TikTok, finding that the claims were tied to the platform’s design choices, not third-party

content.

B. Elections & Political Advertising
Nothing to report this month.

C. Content Moderation

The Eleventh Circuit is reviewing Florida’s HB 3 after a federal court struck down its restrictions
on minors’ use of Snapchat and other platforms. In its opening brief, the state argued the law
regulates only “nonexpressive conduct” and does not implicate the First Amendment. And once
again, the government fails to understand that platform-based restrictions on communication are
still restrictions on communication. As I said about Packingham v. North Carolina, a statute that
blocks access to an entire platform is not content-neutral; rather, its content-based sweep is so
wildly overbroad that you can’t discern its limits.

The next sentence is the saddest one in this entire article; I present it without further commentary
(from me, at least). In N.D. Cal., Google agreed to pay $24.5 million to settle Donald Trump’s
lawsuit against YouTube over his suspension following January 6.

In S.D. Ga., a prolix complaint alleging Google and Roblox products caused a gamer’s addiction
was dismissed without prejudice for lack of specificity. In Indiana state court, attorney Mark
Zuckerberg sued Meta after his Facebook business page for legal services was repeatedly
disabled as “impersonating” the platform’s founder.

Congress and regulators continue to pressure social media companies. The House Oversight
Committee demanded the appearance of the CEOs of Discord, Twitch, Reddit, and Steam to
testify about alleged roles in online radicalization and requested detailed reports on how they
monitor and mitigate extremist content. Separately, YouTube announced that creators banned for
COVID-19 or election misinformation under now-abandoned policies will be allowed to return,
with House Judiciary Chair Jim Jordan crowing about the efficacy of his jawboning about
platforms’ susceptibility to jawboning.
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International coordination against disinformation is unraveling. The United States terminated
agreements with European partners to counter foreign influence operations; there was some dark
irony as to the timing of the decision.

Given the recent outsized role of the FTC in platform content moderation policy, I’ll note here
that the D.C. Circuit ruled 2-1 that FTC Commissioner Rebecca Slaughter could not be removed
without cause, only for the Supreme Court to grant a stay allowing her removal while the case
proceeds.

California lawmakers have advanced a bill imposing liability on platforms for hosting or
promoting posts containing bias- or politically motivated threats, raising Section 230 concerns.
The measure awaits Gov. Newsom’s signature (or veto).

Finally, in Michigan, lawmakers introduced the “Anticorruption of Public Morals Act,” a bill
that would ban the online distribution of pornography outright. See my comments last month on
what happens when precedent is meaningless. Put another way: Things fall apart; the centre
cannot hold | Mere anarchy is loosed upon the world.

D. Terms of Service & Other Contracts
A quick round-up on the latest battles over arbitration:

e In N.D. Cal., a judge rejected Burger King’s bid to compel arbitration of claims that its
website tracking violated consumer privacy, holding the plaintiff never agreed to arbitrate
and did not waive the right to challenge the existence of such a contract.

e In E.D. Cal., a judge denied arbitration, finding the defendant failed to show the plaintiff
accepted its terms of service.

e In N.D. Ill., Caesars secured arbitration of claims that its “free bets” promotions were

misleading.

e In S.D.N.Y., a judge compelled arbitration, holding that the plaintiff’s continued use of
his credit cards bound him to cardholder agreements requiring arbitration of claims that
Barclays disclosed user interactions with Meta.

IV.  Other Content Liability
A. Defamation

Alex Jones petitioned the Supreme Court to review the $1.4 billion Connecticut judgment against
him over claims that the Sandy Hook shooting was a hoax. Donald Trump signaled he will
likewise seek review of the $5 million abuse/defamation verdict in Carroll v. Trump II, even as
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the Second Circuit affirmed the separate $83.3 million award in Carroll’s favor in Carroll v.
Trump 1.

The Seventh Circuit heard argument on a claim by Cushman & Wakefield’s former general
counsel that a Law.com article defamed him by linking his departure to the firm’s Trump-related
work. Illinois’ innocent construction rule could play a significant role in the case.

In N.D. Cal., Google successfully resisted a Brazilian injunction requiring removal of allegedly
libelous YouTube content, with the court enjoining enforcement in the U.S. based on Section
230 and the SPEECH Act.

In D. Colo., a National Guard pilot’s case against an influencer who falsely accused her of
downing an airliner will proceed, with the court rejecting an anti-SLAPP motion. Joe Arpaio lost
his suit against Joe Biden and the Kamala Harris campaign in M.D. Fla., with the court
dismissing claims over social media posts labeling him a convicted felon. In S.D. Fla., a plaintiff
in one case obtained a limited permanent injunction against a defendant who defaulted in a case

over allegedly false criminal allegations, while in another case a hotel defeated a motion to
dismiss claims over allegedly fabricated accusations of anti-Semitism.

Back in July, Jimmy Keene—subject of Apple TV’s Black Bird—sued Google, alleging Gemini
falsely labeled him a murderer. The case has now been removed to the Northern District of
[linois.

A judge in E.D. Ky. allowed a libel case to proceed over accusations of “secret lesbian sex
threesomes.” In W.D. Ky., a judge ordered a Mauritanian plaintiff to appear in Kentucky for
deposition in a case alleging extortion through defamatory Facebook posts. In D. Mass., Harvard
counterclaimed for defamation against former HBS professor Francesca Gino, accused of
falsifying research data. And in D. Minn., a judge ruled that Mike Lindell defamed voting
technology firm Smartmatic, leaving damages to a jury.

X Corp. v. Media Matters for America will remain in N.D. Tex., despite the Fifth Circuit’s
direction for the district court to reconsider Media Matters’ transfer bid.

Turning to state courts, in Delaware, Brigitte Macron and her husband promised to present
“scientific evidence” to refute claims she was born a man, and expanded their defamation
complaint with respect to those allegations. Delaware meanwhile strengthened its protections
against meritless defamation claims by adopting the Uniform Public Expression Protection Act,
replacing its weak anti-SLAPP law.

The Indiana Court of Appeals set aside a $250,000 default judgment tied to a scathing Google
review, holding the trial court abused its discretion. A Maine judge ruled in favor of a defendant
sued by Robert F. Kennedy, Jr. for vaccine-related statements. In Michigan, a Utah musician
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sued a Michigan State professor for accusing him of being a QAnon insider. And in New Jersey,
a judge awarded attorneys’ fees to Jets player Sauce Gardner in a lawsuit spinning out of a social
media clash with a fan.

B. Commercial Speech

The Third Circuit reaffirmed a high bar for damages in false advertising cases, vacating a jury’s
award on the basis that reliance and actual deception cannot be established through a
combination of evidence of consumer confusion, the success of an ad campaign, and willfulness.

In N.D. Cal., a judge approved a $100 million settlement resolving claims that Google
overcharged advertisers. Other ad-tech litigation continues: in S.D.N.Y., advertisers and
publishers were permitted to broaden claims in the Google ad-placement MDL to cover
worldwide markets, aligning their case with the DOJ’s parallel challenge.

The FTC has kept up pressure on intermediaries. In C.D. Cal., it sued Live Nation and
Ticketmaster, alleging collusion with scalpers to inflate ticket prices. In W.D. Wash., the
Commission’s long-running suit against Amazon over “dark patterns” in its Prime subscription
program was set for trial, only to settle after three days with Amazon agreeing to pay $2.5
billion—$§1 billion in penalties and $1.5 billion in consumer refunds—and to simplify
cancellation. Separately, the FTC opened new probes into Amazon and Google over search
advertising practices.

In M.D. Fla., the SEC alleged that a podcaster and others sold $82 million in unregistered
securities. In E.D. Pa., an investor deception suit against Swedish gaming company Evolution
was dismissed for lack of jurisdiction. And in N.D. Tex., a court held that a general competitor
had standing to pursue false advertising claims over Facebook statements even if it was not a
competitor in a specific submarket.

And in the realm of private regulation, the Better Business Bureau’s Children’s Advertising
Review Unit recommended that companies aftiliated with YouTube megacreator MrBeast revise
their disclosures, claims, and data collection to comply with CARU guidelines and COPPA.

C. Professional Speech

Two courts addressed Washington’s state regulation of professional speech in the context of
COVID-19.

On the one hand, the Washington Court of Appeals ruled that a physician’s public statements
about COVID were constitutionally protected. One judge issued a lengthy concurrence
criticizing President Trump’s broader attacks on free speech, underscoring the political overtones
of the dispute.
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On the other hand, the Ninth Circuit upheld dismissal of a challenge to Washington state’s
disciplinary measures against doctors accused of spreading COVID misinformation. The panel
found that three of the claims were barred by Younger abstention while the fourth was unripe
because it involved hypothetical future discipline against unknown parties.

(As I write this on October 7th, the Supreme Court is hearing argument in Chiles v. Salazar, so
all bets are off in this space.)

D. Threats, Harassment, and Incitement

In W.D.N.Y, a judge ruled that a mass shooter’s prior statements could not be treated as
“incitement” for purposes of enhancing penalties in his capital case. The judge held that the
speech did not meet the First Amendment threshold for incitement, though numerous other
aggravating factors remained.

V. Infrastructure
A. Accessibility, Affordability & Discrimination

In S.D.N.Y., Charter Communications was hit with a securities class action alleging that
executives misled investors about the effect of Congress’s termination of the Affordable
Connectivity Program, which had subsidized low-income broadband. The complaint argues that
the company understated the program’s importance to subscriber growth and revenues.

Verizon agreed to offer $20 fiber service as part of its bid for California Public Utilities
Commission approval of its $9.6 billion acquisition of Frontier Communications. Meanwhile,
Louisiana’s governor publicly asked the Trump administration to allow states to retain and use
the full allocations from the Broadband Equity, Access, and Deployment (BEAD) grant program,
amid speculation the White House may seek to reclaim some of the money.

B. Antitrust

Let’s start with the big news this month. In D.D.C., Judge Amit Mehta issued a lengthy remedies
opinion in the federal government’s search antitrust case against Google. Judge Mehta stopped
short of ordering divestiture of Chrome or Android, but barred exclusive contracts tying Search,
Chrome, Google Assistant, or Gemini to other apps and required Google to share search data
with rivals. The prevailing reaction from commentators was that Google dodged a bullet, with
the judge’s cautious ruling allowing Google’s search business to keep going without a significant
threat to its market dominance.

In other Google news, the Ninth Circuit denied rehearing of its ruling affirming an order in the

Epic Games case to open up the Play Store, restarting the countdown for compliance; Google
then sought interim relief from the Supreme Court. [LATE UPDATE: To no avail.] Meanwhile,
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the Ninth Circuit also affirmed dismissal of a separate suit alleging a Google-Apple conspiracy
to control search technology, finding that speculation about a meal shared by the companies’
CEOs was insufficient to support the claim.

In E.D. Va., the DOIJ pressed for a breakup of Google’s adtech business, arguing structural
remedies are necessary to address its dominance. Industry witnesses drew skepticism from the
bench as the judge weighs the scope of potential remedies, while the court also questioned the
need for a breakup if Google were placed under a properly structured order. A parallel suit by
PubMatic in the same court also challenges Google’s ad-tech practices.

In D.D.C., Penske Media brought a novel antitrust claim against Google over its Al-generated
“Overviews,” alleging the product unfairly diverts traffic from publishers through its
presentation of the same information digested from the publishers’ content. That’s clever, but it
also looks like an intent to extend copyright protection beyond expression to information. If the
training isn’t actionable in copyright (and for the moment I’ll abstain from expressing an opinion
on that question), publication of the information contained therein would seem to be protected by
the First Amendment absent some modern-day expansion of the hot news doctrine.

We also have developments in antitrust cases against other platforms. The Ninth Circuit declined
to revisit a June decision reviving claims that real estate listing service CoStar monopolizes
listing markets. In N.D. Cal., a judge allowed a suit over exclusive licensing in the online lyrics
market to proceed largely intact, while in another case Meta escaped claims by Facebook users
accusing it of monopolizing social networking, with the court finding that the plaintiffs failed to
establish injury. In S.D.N.Y., a judge allowed consumer claims over Amazon’s former price-
parity policy to proceed under the laws of 25 states, while dismissing claims under 4 other states’
laws. Finally, the FTC alleges in E.D. Va. that Zillow paid Redfin over $100 million to eliminate
competition in rental housing ads.

C. Net Neutrality & Data Throttling
D. Domain Name System

Nothing to report in these sections this month.
E. Taxation & Compelled Payments

In Illinois, a state court blocked the City of Waverly from requiring a fiber ISP to pay a permit
fee, holding that state law bars local governments from imposing new charges for the use of
public rights of way.
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F. Wire & Wireless Deployment

EchoStar petitioned the Tenth Circuit for review of the FCC’s new spectrum auction rules at the
tail end of August, arguing that the revised procedures will unfairly penalize it for defaults in
earlier auctions. But a few days later, EchoStar reached an agreement to sell spectrum to SpaceX
after the FCC threatened to revoke Dish’s licenses for underuse.

Meanwhile, the FCC put the pedal down on its “Delete, Delete, Delete” initiative, moving to
eliminate hundreds and hundreds of legacy rules under direct final rules while slashing notice
and comment periods. At the same time, the agency launched an inquiry and rulemaking under
its “Build America” initiative aimed at removing broadband deployment barriers.

FCC Chair Brendan Carr joined Senator Ted Cruz in opposing an initiative to fund Wi-Fi
hotspots for schoolchildren, an effort that failed legislatively but is now being effectuated at the
agency level.

The FCC has begun a public interest review of the proposed $34.5 billion merger of Charter and
Cox, which would create a major integrated broadband, video, and mobile competitor.

Finally, California lawmakers passed a bill to promote competition in rental housing by allowing
tenants to escape arrangements that lock them into service from a single ISP.

G. Artificial Intelligence

Government & Voluntary Regulation

Senator Ted Cruz has again introduced a bill to preempt state and foreign Al laws. By contrast,
the bipartisan Al LEAD Act, sponsored by Sens. Durbin and Hawley, would treat Al systems as
products for the purposes of product liability claims — which seems to me to be an attempt at an

end-run around the First Amendment by declaring information to be a product, but what do I
know. The split mirrors broader tensions inside the Republican bloc.

California solidified its position at the forefront of state Al regulation, with Governor Newsom
signing SB 53, a transparency law requiring major Al labs—including OpenAl, Anthropic, Meta,
and Google DeepMind—to disclose safety protocols and protect whistleblowers. Anthropic
endorsed the legislation, and critics say it was shaped to industry’s benefit. Another California
bill, SB 243, targeting Al companion chatbots and their risks to minors, cleared the legislature
and awaits Newsom’s signature. Meanwhile, North Carolina Governor Josh Stein established a
statewide Al council by executive order. In response to state-level activity, Meta has launched a
super PAC to shape Al legislation by supporting candidates for state office.

The United Nations approved the creation of two new institutions: a scientific panel to evaluate
Al risks and opportunities, and a global forum for dialogue on the topic.
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Legal Industry

In a bar admission ceremony in D.D.C., newly admitted lawyers were warned about Al
hallucinations. Florida’s 14th Judicial District mandated disclosure of any use of generative Al in
filings, while Louisiana appellate judge Scott Schlegel issued a framework for chambers’ internal
use of Al tools. California courts issued some of the strongest responses yet to the misuse of Al
by attorneys, including a record fine against an attorney who filed a brief in which 21 out of 23
quotes were hallucinated, and dismissal of a case in which plaintiffs submitted deepfaked video
evidence.

News & Publishing Industry

Concerns over clicks lost to Google’s Al Overviews persist, as news organizations continue to
seek ways to circumvent those effects.

Wired, Business Insider, and others retracted articles written under the fake persona “Margaux
Blanchard,” exposing publisher vulnerabilities to Al-enabled hoaxes. Meanwhile, NewsGuard

reported that misinformation rates in chatbots have nearly doubled in the past year in responses
to prompts asking for information on current events.

The New York Times and Washington Post are still experimenting with ways that Al tech can be
used effectively in the newsroom. Startup ProRata.ai is offering publishers embedded Al search

tools based on their proprietary content. And Meta and Microsoft are exploring licensing and

marketplace models, respectively, to compensate publishers.
Sports & Entertainment Industry

Google has hired a filmmaker-in-residence to help promote its Flow video tool to content
creators, while OpenAl announced Critterz, an Al-generated feature-length film slated for
Cannes. Meanwhile, Amazon-backed Showrunner is attempting an Al-powered restoration of the
lost 43 minutes from Orson Welles’ cut of The Magnificent Ambersons — but as a proof of
concept for use of the technology, not for distribution.

Speaking of building new Al tools into film production, Lionsgate’s early partnership with Al
startup Runway has already faltered. But a wave of new ventures includes an Al musician signed
to a multi-million-dollar record deal, Inception Point Al flooding the market with thousands of
low-cost podcast episodes, and an Al-powered Stan [ee hologram set to greet fans at L.A.
Comic Con.

In other news, Spotify removed 75 million “spammy” Al-created tracks, marking an increase in
moderation efforts. And the NFL drew criticism after it aired an Al-generated commercial that
sent a parade float rolling straight into the uncanny valley.
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H. Blockchain, Cryptocurrency, & NFTs

In S.D. Fla., a judge adopted a magistrate judge’s recommended ruling that a film studio violated
securities laws by selling $1.2 million in unregistered securities tied to a blockchain-based
licensing scheme for motion picture rights.

VI.  Government Activity
A. Data Surveillance, Collection, Demands, and Seizures

The Third Circuit held that it could not exclude evidence from a criminal suspect's cell phone as
a remedy, after investigators pressured the suspect to consent to a search of the phone after the
suspect asked for an attorney. The Court of Appeals thought that was okay, given that the
investigators were not asking about the charged offenses.

In the Fourth Circuit, oral argument in a dispute over Social Security data disclosures was
dominated not by the merits but by the judges’ struggle to interpret a cryptic shadow docket
order from the Supreme Court.

New reporting further highlights the expansive growth of warrantless data access by the federal
government. Major airlines, through a shared data-broker venture, sold access to five billion
ticketing records to federal agencies including ICE and the FBI, while ICE separately moved to
acquire a tool capable of tracking the location of hundreds of millions of phones daily.

On the other hand, Waymo announced it will refuse law-enforcement requests for access to
autonomous vehicle footage absent a warrant or court order, while Anthropic has restricted the
use of its Al models for domestic surveillance — reportedly to the frustration of Trump
administration officials.

B. Encryption

ICE’s Homeland Security Investigations unit signed a new $3 million contract with Magnet
Forensics for licenses to use phone-hacking tools. At the same time, 404 Media filed suit in

D.D.C. seeking disclosure of ICE’s separate $2 million spyware contract with Paragon, an Israeli
surveillance company recently acquired by U.S. investors. That contract, which the Biden
administration had previously suspended, has apparently now been quietly reactivated.

C. Biometric Tracking

Congress is pressing the Department of Homeland Security for details on ICE’s new Mobile
Fortify app, a facial recognition system that leverages an unusually wide array of government
databases and draws on systems normally reserved for international border crossings.
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At the same time, records reveal that ICE has spent millions on Clearview Al technology,
explicitly to identify people accused of “assaulting” its officers amid the Trump administration’s
intensified deportation push. Because we know how well facial recognition works to identify
criminals. ..

D. Domain Seizure
Nothing to report this month.
E. Social Media Posts & Blocking

The Third Circuit revived retaliation claims by Jason Jorjani, a far-right philosopher whose
contract with the New Jersey Institute of Technology was not renewed after his writings praising
Hitler and eugenics came to light. In contrast, the Sixth Circuit affirmed the dismissal of claims
by a Kent State professor who alleged discrimination and retaliation after being terminated
following a “weeks-long, profanity-laden Twitter tirade” against colleagues and the university.

The Eleventh Circuit upheld dismissal of a claim over a Florida school district’s decision in June
2020 to cancel a food contract with Oakes Farms, whose owner dismissed COVID-19 as a hoax.
The court credited the district’s stated food safety concerns, as opposed to viewpoint
discrimination, as the reason for ending the relationship.

U.S. District Judge Amy Berman Jackson in D.D.C. rejected former FBI agent Peter Strzok’s
challenge to his firing over anti-Trump texts, finding insufficient evidence that the decision
violated his First Amendment rights. Finally, in D.S.D., a judge granted a temporary restraining
order reinstating University of South Dakota art professor Bruce Hook, who faced termination
for tweeting that activist Charlie Kirk was a “hate spreading Nazi.” [LATE UPDATE: The case
was withdrawn after the university reinstated Hook to his full duties and declared that it would
take no further action against him.]

F. Prior Restraint

The Third Circuit certified questions to the New Jersey Supreme Court on whether Daniel’s Law

requires a culpable mental state and, if so, what mens rea applies to each element. Good
questions indeed! Dozens of suits against data brokers hinge on the answer, with plaintiffs
seeking to block publication of public officials’ personal details and force the takedown of those
details from the internet.

Challengers to the SEC’s “gag rule,” which prohibits settling defendants from publicly disputing
allegations, sought en banc rehearing after their First Amendment arguments were rejected by the
Ninth Circuit.
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In W.D. Mich., a judge enforced a contractual anti-disparagement clause, ordering removal of
online criticism and rejecting arguments that an injunction would violate the First Amendment.
In D. Oregon, a judge refused a plaintiff’s request to limit online commentary by third parties
about her case.

Finally, the California Court of Appeal upheld a restraining order that prohibited a woman from
posting anything online about her former partner—an order that extended beyond defamatory
statements to encompass otherwise protected speech.

G. Online Access to Government Information

In the wake of a recent cyber intrusion, the federal judiciary has moved to sharply restrict digital
access to sealed filings. More than twenty courts have issued standing orders clarifying that,
while sealed documents may still be filed through CM/ECF, they cannot be viewed or retrieved

electronically.
VII. Global
A. Europe

The EU General Court upheld the 2023 EU-US Data Privacy Framework, rejecting claims that it
permitted disproportionate collection and insufficient redress for Europeans.

Enforcement under the Digital Services Act intensified, with Brussels expected to impose
penalties on X and the Commission demanding information from Apple, Google, Microsoft, and
Booking Holdings about scam content. Commission President von der Leyen reaffirmed
Europe’s independence in setting standards in the face of pressure from the Trump
administration.

Apple called for repeal of the Digital Markets Act. Microsoft avoided antitrust fines by
unbundling Teams from Office, but Google was fined close to €3 billion for alleged abuse of its

power in the adtech market. Google will propose remedies for the alleged violations but will not

voluntarily split off its advertising technology business. Meanwhile, Google’s Ad Transparency
Center has been stripped of political ads from the EU in light of the October 10 effective date of
the EU’s Regulation on Transparency and Targeting of Political Advertising.

The Commission is considering relaxing cookie rules the 2009 e-Privacy Directive to reduce the
proliferation of consent pop-ups.

The Advocate General of the CJEU has opined that Paris cannot impose unilateral porn-site age
checks in violation of the EU’s country-of-origin principle.
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Competition authorities fined Google €3.5 billion for abusing its dominance in ad tech by
favoring AdX, demanding remedies short of a full breakup, while Google separately removed
seven years of EU political ad archives in advance of the bloc’s new political ad transparency
regulation.

B. Middle East
A series of Red Sea cable cuts disrupted internet service across Asia and the Middle East.
C. Afghanistan

The Taliban banned fiber-optic internet in northern provinces, cutting off government offices,

homes, and businesses in the name of “preventing immorality.” Reports suggest the measure
could expand nationwide. Mobile service remains for now.

D. Albania

Albania appointed “Diella,” an Al-generated bot, as its new anti-corruption minister for public
procurement, touting its immunity to bribery and intimidation.

E. Australia

Debate continued over the government’s proposed ban on social media for under-16s. The
Guardian reports that logged-out feeds quickly surfaced gambling, violent, and extremist content,
bolstering claims of harm.

Meanwhile, Brittany Higgins was ordered to pay 80 percent of Linda Reynolds’s legal costs.
F. Brazil

The Trump administration targeted Brazil’s wildly popular PIX digital payment system, arguing
it unfairly disadvantages U.S. firms.

G. Canada

Canada’s privacy commissioner concluded that TikTok unlawfully collected children’s data for
targeted ads, while a tribunal fined X C$72,000 for refusing to remove non-consensual intimate
images globally.

Separately, a viral Al-generated video falsely depicting Toronto’s CN Tower on fire spurred
experts to call for mandatory labeling of manipulated media.
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H. China

Reuters withdrew a video of Xi Jinping and Vladimir Putin after state television revoked
permission for its use.

China’s internet regulators launched a campaign against defeatist and depressing content and
expanded crackdowns on religious messages. Taiwanese officials, meanwhile, warned of

Chinese Al-driven “cognitive warfare” via deepfake videos.

China’s State Administration for Market Regulation held that Al hardware giant Nvidia was in
violation of the country’s antitrust laws.

I. Egypt

Egyptian law enforcement, working with the Alliance for Creativity and Entertainment, shut
down massive sports piracy site Streameast.

J. Estonia

Sexuality educator Rita Holm, who has spent five years suing dozens of online abusers, lost her
most recent case, marking the end of a string of victories and raising concerns about the limits of
defamation actions in Estonia.

K. France

France launched its “French Response” program to counter foreign disinformation. Meanwhile, a
parliamentary report recommended banning social media for under-15s and imposing curfews
for older teens, singling out TikTok as especially harmful and vulnerable to Russian influence.

The CNIL imposed record fines of €325 million against Google and €150 million against Shein
for violations of laws governing the use of cookies.

Le Monde and other publishers began sharing Al licensing revenue directly with journalists,
earmarking 25 percent of proceeds.

L. Germany

Media groups filed a complaint alleging that Google’s Al Overviews tool violates the DSA by
displacing publisher content.

M. Greece

New rules effective in October will automatically bar users under 15 from social media and users
under 18 from gambling and other sites offering adult products and services.
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N. India

A Delhi court issued an injunction barring nine journalists and platforms from publishing
allegedly defamatory claims about Adani Enterprises.

The Karnataka High Court upheld the government’s centralized content takedown system,
rejecting X’s right to assert free speech protections under India’s constitution; X vowed to
appeal.

Researchers decried a court-ordered block on academic pirate site Sci-Hub, while Madhya
Pradesh’s state judiciary stopped livestreaming criminal hearings after lawyers complained of

being mocked in memes.
0. Italy

Rapper Fedez faces charges of incitement of racial hatred over lyrics referencing tennis star
Jannik Sinner as having “Adolf Hitler’s accent.”

P. Japan

Regulators flagged X’s rule requiring non-users to join before requesting takedowns as an
excessive burden on victims. A revised gambling-addiction law banned new online casinos and
related advertising. Ishikawa Prefecture and Kanazawa City have launched social campaigns to

teach foreign tourists proper etiquette.

Q. Malaysia

The government asked Google to help investigate lewd video threats sent to MPs, believed to
come from a single perpetrator.

R. Maldives

A new law requires journalists to respect Islam, national security, and “social values,” prompting
concern that it will constrain independent media.

S. Moldova
Al-driven Russian disinformation has surged ahead of parliamentary elections.
T. Nepal

Nepal briefly banned 26 social platforms, including Facebook, YouTube, and X, after they failed
to register domestically. Deadly protests forced a reversal within days. In the meantime, over
145,000 citizens turned to Discord to debate political leadership, with some calling it the
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country’s de facto parliament. The Columbia Journalism Review has an extended write-up of the

events.
U. Russia

The Kremlin accelerated blackouts and rolled out a “national messenger” app called Max as a
WhatsApp replacement. State TV launched an Al satire show featuring surreal portrayals of
Donald Trump.

V. Singapore

Authorities ordered Meta to curb impersonator scams involving fake government officials, a type
of fraud that has cost victims vast amounts of money.

W. South Korea

Courts recognized defamation claims protecting virtual K-pop idols, marking an early precedent
for Al-generated performers. Domestic firms are building Korea-specific large Al models to
rival U.S. giants. But while South Korea’s digital sector thrives, regular hacks and data breaches

have exposed serious cybersecurity weaknesses in the country.
X. Sweden

Sweden’s music rights organization introduced a new Al training license, allowing systems to

use copyrighted works in exchange for royalty payments to creators.
Y. United Kingdom

Popular image hosting and sharing platform Imgur shut down access in Britain after the
Information Commissioner’s Office threatened fines over its handling of minors’ data privacy.

The arrest of comedian Graham Linehan under the Public Order Act ignited fierce debate about

free speech: Prime Minister Keir Starmer endorsed “fierce” protection for free speech — up to a
point, while the Health Secretary and police chiefs called for a review of social media laws and
Nigel Farage lobbied the U.S. Congress to oppose UK policy. Meanwhile, authorities continued
to explore mandates for YouTube and other platforms to prioritize public-service content.

In other news, former MasterChef host Gregg Wallace filed a High Court data protection suit,
and a blogger was arrested over an anti-Hamas post.


https://www.cjr.org/the_media_today/discord-nepal-protests-social-media-ban-discord.php
https://www.bbc.com/news/articles/ce9rj2145jgo
https://www.404media.co/russian-state-tv-launches-ai-generated-news-satire-show/
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=b306dd5d7f&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=634d021352&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=6de29a42a4&e=d92550df75
https://techcrunch.com/2025/09/30/a-breach-every-month-raises-doubts-about-south-koreas-digital-defenses/
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=94e9c6548e&e=d92550df75
https://techcrunch.com/2025/09/30/imgur-pulls-out-of-uk-after-data-regulator-warns-of-fines/
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=160643ed56&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=301a6c322e&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=6b43809fb0&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=df9480a319&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=8db2ad76e1&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=67324df6e0&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=9e389c4e54&e=d92550df75
https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=9bc074050c&e=d92550df75
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VIII. Miscellaneous

b (13

The Ninth Circuit struck down Alameda County’s “sideshow” ordinance, which had barred
anyone from watching an unauthorized automotive stunt on public streets from a point within
200 feet. The panel ruled that the law infringed reporters’ rights to gather news and was
“presumptively unconstitutional.” I include this ruling here because you know these stunts are
tailor-made for social media.

In S.D. Cal., Judge Sammartino sentenced Michael Pratt, owner of GirlsDoPorn, to 27 years in
prison and imposed ten years of supervision, with sweeping restrictions including bans on adult
material and contact with victims.

A judge in W.D. Wash. held that Audible’s “expiring credits” fall under Washington’s gift
certificate law, requiring compliance with state consumer protections.

Finally, a bit of nostalgia and joy: Microsoft has released the full source code for its 1978 6502
BASIC interpreter — a piece of software co-written by Bill Gates that powered early personal
computers — into the public domain, offering a window into the origins of modern computing.

IX. Al Trend Analysis

Once again, I have asked ChatGPT to analyze top patterns and trends in digital media law based
on this and prior issues of the Digital Review. Over to you, ChatGPT:

1. The Return of State Power.

From Florida to India, governments are rediscovering their appetite for control. Whether through
age-gating, anti-pornography crusades, or “foreign influence” investigations, officials have
learned that speech regulation now comes branded as “child protection,” “national security,” or
“digital sovereignty.” The justifications differ; the logic of command is the same.

2. The Fragmentation of Free Speech.

Courts remain committed to the First Amendment in theory but increasingly apply it through
competing moral lenses. Some rulings treat online speech as a civic good; others as a public-
health threat. The result is not censorship but incoherence — a patchwork where identical
conduct is protected in one circuit and criminalized in another.

3. Platform Governance by Exhaustion.

After years of litigation, the platforms are still winning, but mostly by attrition. Judges trim
privacy, contract, and Section 230 suits into splinters; regulators issue fines that companies treat


https://medialaw.us11.list-manage.com/track/click?u=1b4e15fd36cd88c67c45c2dc5&id=fc73fa86ce&e=d92550df75
https://www.404media.co/michael-pratt-girlsdoporn-ringleader-sentenced/
https://storage.courtlistener.com/recap/gov.uscourts.wawd.342303/gov.uscourts.wawd.342303.32.0.pdf
https://arstechnica.com/gadgets/2025/09/microsoft-open-sources-bill-gates-6502-basic-from-1978/

September 2025 MLRC Digital Review Page 27

as operational expenses. Real change now comes from settlement leverage and procedural
fatigue rather than doctrine.

4. Al Becomes the Medium, Not the Message.

Artificial intelligence has ceased to be a novelty and become the substrate through which other
problems flow — copyright, privacy, defamation, labor, and competition. Regulation is
converging on disclosure and liability rather than prohibition, with major developers openly
collaborating with the very agencies meant to police them.

5. Surveillance Without Shame.

The machinery of observation is humming again. ICE and other agencies are back to buying
commercial data at industrial scale, Palantir is mapping “democracy,” and courts are mostly
content to look the other way. Private databases now function as warrantless appendages of the
state, with judicial discomfort rarely translating into judicial constraint.

6. Privacy as Process, Not Principle.

Class actions continue to produce staggering numbers — $425 million here, $1.5 billion there —
but the outcomes feel procedural rather than philosophical. Plaintiffs win damages, defendants
promise better disclosures, and no one can quite define what “privacy” means beyond
“something monetizable.”

7. Culture Wars as Compliance Theater.

The same fights that once played out in legislatures now unfold through contract clauses,
platform policies, and university employment terms. Whether a professor’s tweets, a comedian’s
posts, or a musician’s lyrics, ideological policing has migrated from the public square into the
fine print of institutional risk management.

8. International Disalignment.

The EU presses ahead with its Digital Services and Markets Acts, while U.S. courts chip away at
administrative deference and federal coherence. India blocks platforms, Europe fines them, and
America negotiates settlements. What once looked like global convergence now resembles a
splintered archipelago of incompatible regimes.

9. The Rise of Evidentiary Crisis.

Deepfakes, Al-written filings, and synthetic exhibits have forced judges to admit what the rest of
us already know: authenticity is now a variable, not a given. The judicial system is improvising
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— requiring Al disclosures, sanctioning fabricators, and quietly wondering how much truth the
record can still bear.

10. Legal Institutions Learn to Speak Machine.

Courts and agencies are tentatively adopting Al for internal use while warning litigants about it
in public. Bar ceremonies include hallucination cautions; judicial chambers experiment with
GenAl research tools. Law is learning to automate without surrendering authority — a
negotiation that will define the next era of professional ethics.

* %k ok

Jeff Hermes is a Deputy Director with the Media Law Resource Center. He’s got his tickets for
TRON: Ares, despite the Jared Leto-ness of it all.



